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SECURITY POLICIES VS BREACHES

Goal: To help analysts measure the gaps between security policies and reported
breaches by developing a systematic process based on semantic reasoning

Research Questions

• How can we formalize security policies and breaches to bring out their mutual
correspondence?

• What are the commonalities and differences between concepts in security policies
and breach descriptions? How do those correspond to gaps in between?

• How prevalent are accidental misuses among reported breaches, and do security
policies account for them?

Example
HHS breach incident: In 2010, a failure to erase data contained on disposed photo-
copiers’ hard drives led to the disclosure of patient records.

HIPAA clause 45 CFR 164.310–(d)(2)(i): “Implement policies and procedures to ad-
dress the final disposition of electronic protected health information, and/or the hard-
ware or electronic media on which it is stored.”

SEMAVER FRAMEWORK

Fundamental Elements

• Norms: Commitments, Authoriza-
tions, Prohibitions

– Represent policy clauses
– Represent breach incidents

• Breach ontology

• Coverage metric
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• 1,577 breaches reported by HHS

• 44% accidental misuses and 56% malicious misuses

• 65% overall coverage by HIPAA

• Significantly better coverage for malicious misuses than accidental misuses

LIMITATIONS & FUTURE WORK

Limitations

• Subjective modeling

• Assumptions on ontology, e.g., single
inheritance, no instances

• Incompleteness of breaches

• Only applied to healthcare domain
(though HIPAA is a dominant stan-
dard)

Future Work

• Guidelines for ontology develop-
ment

• Automation and crowd for norm
gathering

• Validation of coverage metric

• Narrowing the gaps with policy re-
finement
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